Key Loggers

Here we use a software called PyKeyloggers, just we install it then we have to go to its files in the
program files and edit the pykeylogger.ini.

File Edit View Insert Farmat Help

bEE && #A

# default: Control L;Control R;F12
Control Eey Tooltip = Specify the key combo to press to bring up control panel. Separate mm
Control Key = Control L

# default: None
System Log Tooltip = Log some debug/informational output, to a systemlog file (filename sSpe
SJystem Log = None

_Usage Time Flayg Tooltip = No tips
_Usage Time Flag = eJwzNDVwIjT1MrOO1LMOEgLSUwEm

[Detailed Log Writer]
[[General]]

# Neme of class to instantiate to create this thread. Internal use only.
_Thread Class = DetailedLoglriterFirst3tage

# default: True
Enable Detailed Log Writer Tooltip = Enable this logger.
Enable Detailed Log Writer = True

# default: detailedlog
Log Jubdirectory Tooltip = Use this subdirectory inside the main log directory for this locs

< >
For Help, press F1 LM

We change the Control Key Tooltip just to Control L instead of Control L+ Control R+F12.



Then we open the registery by writting in the Run regedit
And go to HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Run

% Registry Editor

File Edit View Favorites Help

(23 aroup Palicy
[ H3zaTSP
(2 Hints
(2 Installer
(2 Internet Settings
(23 IPConfTSP
[(3 M5-D0S Emulation
T
(2 optimalLayout
(23 policies
(22 Reliability
= Run |
D RunCnce
I:l FunCnceE:x
I:l Setup
(23 sharedolls
(2 shell Extensions
(23 sheliCompatibility
(L) shellscrap
(2 shellservicetbiject]
(2 sideByside
[ sMDEn
(232 syncmar
(L3 Telephorey
23 ThemeManager
(2 Themes
(23 Uninstal
< | >

w

Mame

[ab]tpefault)
keys

SunJavaUpdateSched

£

Type
REG_SZ
REG_5Z
REG_5Z

Data
{walue not set)
C:\Program Files\PyEevloggeripvkeviogger.exe

"C:\Program Files\Common Files'JavalJava Update!

| W

My Computer\HKEY _LOCAL_MACHIME\SOFTWARE\Microsofthwindows CurrentyersioniRun

Then we create a new string value and we can name it anything like keys then we make its value
"C:\Program Files\PyKeylogger\pykeylogger.exe".

We Make these two steps to make the keyloggers active alone at start up and the administration

appear just by clicking on the left contol.




We restart the machine then press on the left contol so the PyKeylogger ask about the password
which by default is nothing, then we click on OK.

Enter Password |:| |§| E'

Fassword:

924 iZancel ‘

The PyKeylogger main window will open.

PyKeylogger Control Panel |:| |E| E'

Actions  Configuration  Help

PyKeylogger 1.2.1

Status: Please explore the menus.

By chosing the Configuration Menu then the first menu item we will have



This window allow us to change the Master password and the control key and also some usefull
options

General Settings |Z| |§| le

Generall

Master Password: |

Log Directony: |Iog5

Hook Keyboard: |True

Hook Mouse: |True

Control Key: |Control_L

Systerm Log |None

Ok Apply Cancel




From the PyKeylogger Control Panel we can chose the Configuration Menu then the second menu
item so we will have the General Detailed Log Writting Settings.

Detailed Log Writer Settings |Z| |E| [z|

Zip| FTP|DId Log Deletionl Log F|u5h| Log Rotation

Enable Detailed Log Writer: |True

Log Subdirectony: |detailed_|og

Log Filename: |Iogfi|e.m

FParse Backspace: |Falae

Parse Escape: |False

Applications Mot Logged: |None

Log File Field Separator: ||

Log Key Count: |False

Limit Keylog Field Size: |0

Man-printing Character Representation: |[KeyName:°fukeyname%]

Ok Apply Cancel




If we change to the second tab, we will get the mailing options.
For Gmail we configure it as shown to send an email to the specified email account.
This email contains all what PyKeylogger saved from the user activities.

Detailed Log Writer Settings |Z| |E|f'5__<|

FrererrorEromrroreey

General'éE-mailél Zip| FTPlDId Log Deletion' Log Flu5h| Log Rotation

Enable E-mail: |True

=MTP Needs Login: |True

SMTR Username: |fady4comp@gmail.com

SMTP Password: ﬁ

SMTR Server |5mtp.gmai|.com

SMTP Port 587

SMTP Use TLS: |True

E-rail From: |fady4comp@gmail com

E-mail To: |fady4comp@gmail.com

E-mail Subject: |ﬁkutomatic Logfile Email

E-mail Message Body: |Please see agttached zipfile.

E-mail Interval |1 0

Dk Apply _ancel




So we can get an email like this
and we just need to decompress the attach..

%) Gmail - Automatic Logfile Email - fady4comp@gmail.com - Mozilla Firefox

File Edit Wiew History Bookmarks Tools  Help

| Ij Register Your Software x |SourceF0rge.net: Usage Instructions - p... ||V|Gmail - Automatic LogFile Email - Fadydco... > | + | =
\(:/.. p[l}’l@ https:fmail. google. com/mailf?shva=1#inbox/ 1 2FEbF33396F 7257 | '-.lv )- L3
Gmail Calendar Documents Photos  Reader Web  more - fadydcomp@gmail.com ~ =
GM :Jil Search Mail | | Search the Web %‘M
Gaogle Coming soon: Better ads in Gmail. Learn more Hide
Mail Witualize Data Centers - See how Hitachi can save your data. Save yourself from the data vortex. - HDS comfvirtualize sboutthese ads < =
Contacts
Tacks « Back to Inbox | Archive Reportspam @ Delete Movetow | Labelsw | Mare actions v « Newer 2 of 117 Older
Compase mail Automatic Logfile Email rbes | (5 New window
Brint all
Inbox (53) @ fadydcomp@gmail.com 11:17 AM (1 hour ago) & Reply
Buzz
® Please see attached zipfile.
Starred 77
Sent Mail
Drafts (1) B 20110425_111735.1ogfile.txt.zip
MET (5) 1K Download
OldSurveys {30) Ranl Forward
Personal
PHP (226)
Travel B
B mores
Chat -|l= Virtualize Data Centers - See how Hitachi can save your data. Ad
— Save yourself from the data vartex.
Search, add, or imvite HOS camfvirtualize
@ Fady Fady
Set status here v
Cops. Your AlM®
session has expired.
Sign in again.
b

S ahrmed sobhy

WE will have a file that contains in each line a recore for each user activity.
This record contains of:-
1. The Data
The Time
The Software
The window Number
The User
The Title
What the User entered from the keyboard in this Window at the specified Date and Time
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